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First: Did you know?

1. Every wireless router 
has an administrative 
user id and this comes 
‘out of the box’ with a 
default password.

Admin, Admin

That your 
home wireless 
router has 
more than 1 
password?



And it is common knowledge

https://proprivacy.com/guides/default-router-login-details

https://proprivacy.com/guides/default-router-login-details


And how to log-in

2,667 entries listed in this article
https://proprivacy.com/guides/default-router-login-details

https://proprivacy.com/guides/default-router-login-details


Changing your 

default 

administrator’s 

password



Second: Did you know?

2. Every wireless 
network you create 
also has a network 
password.

That your 
home wireless 
router has 
more than 1 
password?







Third: Did you know?



Routers can get viruses too
https://arstechnica.com/information-technology/2018/06/vpnfilter-malware-infecting-50000-
devices-is-worse-than-we-thought/

https://arstechnica.com/information-technology/2018/06/vpnfilter-malware-infecting-50000-devices-is-worse-than-we-thought/


Three tips

1. Change your Administrator’s Password

2. Set up a Guest Network and put your kids on it.

– No kids? Then put your tablets, phones and internet of 

things items on it because they are less secure.

3. Update your wireless router with the latest 

firmware.



Google is your friend

– Enter your router’s brand name 

and model number.

– Then, only go to the 

manufacturer’s website.





Which brings us to where we can access the user 
manual or download the firmware update.



For more information

– https://www.zdnet.com/article/hacker-leaks-passwords-for-more-than-500000-

servers-routers-and-iot-devices/

– https://www.forbes.com/sites/kateoflahertyuk/2019/10/20/equifax-lawsuit-

reveals-terrible-security-practices-at-time-of-2017-breach/#25c3802b3d38

– https://www.consumeraffairs.com/news/reminder-change-the-default-

password-on-your-home-router-before-a-hacker-does-022715.html

Video on Router Settings
₋ https://www.youtube.

com/watch?v=qfS8-
Qvvmfk

https://www.zdnet.com/article/hacker-leaks-passwords-for-more-than-500000-servers-routers-and-iot-devices/
https://www.forbes.com/sites/kateoflahertyuk/2019/10/20/equifax-lawsuit-reveals-terrible-security-practices-at-time-of-2017-breach/#25c3802b3d38
https://www.consumeraffairs.com/news/reminder-change-the-default-password-on-your-home-router-before-a-hacker-does-022715.html
https://www.youtube.com/watch?v=qfS8-Qvvmfk


For more information

What if your wi-fi gets hacked?

– https://www.thecyberhelpline.com/guides/hacked-wifi

How to tell if your wi-fi network has been hacked 

– https://www.youtube.com/watch?v=miS1Sps2siY

https://www.thecyberhelpline.com/guides/hacked-wifi
https://www.youtube.com/watch?v=miS1Sps2siY


Thank you for 

attending the 

Cyber-in-a-Box 

Library Program

Visit us at 
www.wyocan.org

http://www.wyocan.org/

